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FROM THE MINISTER

Whether it is wi-fi beaming around a city café or data-collecting soil moisture 
sensors in a farm paddock, internet-enabled technology is shaping our 
everyday lives. 

However, the convenience of connectedness has 
created new risks to the security of our personal 
and commercial information. Every transaction, 
every key stroke, and every package of data 
that we send has become a potential target for 
cyber criminals. 

This means that cyber security must now be 
a priority for every business, regardless of the 
sector they operate in. 

It also means that for the NSW Government, 
cultivating a strong cyber security capability 
has become an essential part of maintaining 
the conditions for economic prosperity across 
the state.  

The challenge for the NSW Government is to 
help businesses operating in the cyber security 
industry turn cyberthreat into economic 
opportunity that benefits people across 
the state—that is what this strategy sets  
out to achieve. 

The NSW Government wants to support our 
cyber businesses as they foster and develop 
groundbreaking capabilities. We want to see  
our cyber businesses take their technology 
to the world, and attract the investment they 
need to support the needs of all industries.

We want to make sure that the industry has 
access to the skilled workforce it needs.

And we want to make sure that the NSW 
Government is also a helpful customer for our 
cyber SMEs and innovators as they bring new 
products to market. 

The successful implementation of this strategy 
will support both the growth of the state’s 
economy and the cyber security of the 
individual businesses that comprise it. 

I am proud to be able to release this state’s first 
cyber security industry development strategy, 
and I look forward to being able to celebrate 
the future successes of our burgeoning cyber 
security sector. 

The Hon. Niall Blair MLC 

Minister for Primary Industries  

Minister for Regional Water  

Minister for Trade and Industry
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FROM THE MINISTER

Cyber security has emerged as one of the most high-profile, borderless and 
rapidly evolving risks facing governments and industries around the world. 
The surge in cybercrime has posed significant challenges to organisations on 
a number of fronts, including the protection of customer data, company IP, 
business services and critical infrastructure.

In a digital world, where growth in connected 
devices has become exponential, this is a 
challenge that must be addressed urgently.  
If the future is truly comprised of autonomous 
vehicles, advanced artificial intelligence and 
quantum computers, then we must rapidly 
turn our attention to the nurturing of the cyber 
security industry.

The NSW Government’s cyber security industry 
development strategy is an important step 
towards strengthening our cyber capabilities. 
Many of the strategic initiatives complement 
work undertaken by Dr Maria Milosavljevic, our 
inaugural NSW Government Chief Information 
Security Officer (GCISO) and her team. 

The GCISO looks after cyber security inside of 
government, but also has a critical stake in the 
development of cyber knowledge and expertise 
outside of government. It is paramount that 
we adopt a collaborative approach to ensure 
government is well positioned to respond to 
cyber criminals and other unscrupulous actors. 

That is why the initiatives outlined in this 
strategy have a dual effect of strengthening 
the cyber security ecosystem and bolstering 
government’s own cyber security competencies. 
Notably, the strategy also highlights the 
importance of bringing together governments, 
businesses, and researchers for the 
development and commercialisation of new 
cyber security capabilities.

In partnership with the Department of Industry, 
the Department of Finance, Services and 
Innovation will work on delivering the NSW 
cyber security industry development strategy. 
Through a collaborative approach, we will 
ensure that NSW is, and will continue to be,  
a cyber-safe state.

The Hon. Victor Dominello MP 

Minister for Finance, Services and PropertyThe Hon. Niall Blair MLC 

Minister for Primary Industries  

Minister for Regional Water  

Minister for Trade and Industry
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EXECUTIVE SUMMARY

The rapid evolution of new technologies and the emergence of smart  
devices has led to greater interconnectedness between people  
and businesses around the world. This has also led to an increased  
probability of businesses and people becoming targets of malicious  
cyber activity, and increased awareness of cyber security.1

While not always obvious, the threat to 
businesses in New South Wales (NSW) 
is real, as is the estimated annual cost of 
cybercrime to the Australian economy. While 
figures vary, given the worldwide losses from 
cyber security attacks are estimated to cost 
economies around 1 per cent of GDP per year, 
the real impact of cybercrime to Australia is 
estimated to be around $17 billion annually. 
A 2017 survey by the NSW Small Business 
Commissioner found small to medium-sized 
enterprises (SMEs) rated cybercrime as the 
fifth-biggest risk to their business.2 Similarly, 
more than half of the major Australian 
businesses surveyed by the Australian 
Cyber Security Centre in 2015 reported 
experiencing one or more cyber security 
incidents over the previous 12 months. 

This environment has stimulated innovation in 
products and solutions that counter malicious 
activity and has led to the emergence of a 
burgeoning Australian cyber security industry. 

Nationally, the sector employs around 19,000 
people, and Australian businesses spend  
$4.3 billion on cyber security each year,  
with much of that activity occurring in NSW.3 

Over the next decade, the Australian industry 
has the potential to almost triple in size,  
with revenues forecast to soar from just over 
$2 billion today to $6 billion by 2026.4

The NSW cyber security industry is well placed 
to harness opportunities for growth by offering 
a strong ecosystem of related capabilities. 
Factors that will benefit the NSW industry 
include the state being home to:

 the largest information and 
communications technology (ICT) 
industry in Australia, producing 58% of 
national ICT services exports in 2015–16 

 a world-leading financial services sector, 
which is Australia’s heaviest user of cyber 
security products and services

 a rapidly expanding financial technology 
(fintech) industry, with complementary 
skills sets and needs, and market growth 
potential, built on 44% of the national 
financial services footprint

 world-leading research institutions and  
a quality educational system 

 a significant defence industry, including 
technology-based systems providers 

 more advanced manufacturers and medical 
technology (medtech) businesses than 
any other Australian state or territory, with 
significant cyber security requirements  

 more than 45% of Australia’s technology 
startups, the highest number of any state 
or territory, and a significant source of 
innovation, skilled workers and potential 
industry growth

 substantial NSW Government investment, 
including the university-led NSW Cyber 
Security Network. 
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The emerging industry also faces challenges. 
Cyberthreats are evolving and becoming 
more complex, which means cyber security 
products are quickly superseded.  
The introduction of new technology 
platforms is encouraging more businesses 
and consumers to transact their business 
online, leading to more opportunities to 
exploit gaps in cyber security. 

The significant technical, research and 
business capabilities that exist or are 
developing in NSW can meet these 
challenges. However, industry consultation 
has revealed a lack of NSW-specific data on 
the extent and capabilities of cyber security 
businesses in the state inhibits the ability of 
all stakeholders to collaborate and act on 
potential barriers to industry growth. 

The NSW Government strategy will enable 
industry to take advantage of the state’s 
existing capabilities and develop the local 
cyber security industry into a globally 
competitive, innovative ecosystem that  
drives economic growth across the state.  
The NSW Government cyber security  
industry development strategy has identified 
four key themes to support the sustainable 
growth of the cyber industry. These include 
startups and SMEs, attracting investment and 
promoting capability of export services and 
products, and building on skilled labour to 
meet industry demand.

The NSW Government is approaching 
cyber security holistically, with two parallel 
strategies developed to support the cyber 
environment. The NSW Department of 
Finance, Services and Innovation has 
developed a cyber strategy to address 
changes and risks for the government 
systems, and the NSW Department of 
Industry has developed this strategy to 
build the skills and capabilities of the cyber 
industry to support businesses in other 
sectors to be cyber security ready.

1. The term ‘cyber security’ can be defined as: ‘the collection of tools, policies, security concepts, security safeguards, guidelines, 
risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the 
cyber environment and organisation and user’s assets. Organisation and user’s assets include connected computing devices, 
personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored 
information in the cyber environment. Cyber security strives to ensure the attainment and maintenance of the security 
properties of the organisation and user assets against relevant security risks in the cyber environment. The United Nations 
(UN) International Telecommunications Union, www.itu.int/en/ITU-T/studygroups/com17/pages/cybersecurity.aspx

2. Key Findings—Cyber Scare: A look at small to medium-sized business and the emergence of cybercrime in Australia,  
NSW Small Business Commissioner, 2017.

3. Cyber Security Sector Competitiveness Plan, Australian Cyber Security Growth Network (AustCyber), April 2017.

4. Cyber Security Sector Competitiveness Plan, Australian Cyber Security Growth Network (AustCyber), April 2017 (Pg. 1).



KEY STRATEGIC THEMES AND INITIATIVES
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Table 1. Summary of key themes and initiatives

Strategic theme Objective or challenge Initiatives

 1
Support
innovation and 
collaboration to 
drive commercial 
outcomes in cyber 
security

Increasing collaboration between 
government, industry and research 
organisations will assist researchers  
to validate the applicability of 
research. It will also ensure ideas  
are translated into practical 
commercial applications

1.1 Partner with AustCyber to 
establish the NSW Cyber 
Security Innovation Node

1.2 Establish the NSW 
Government’s Cyber Security 
Connect program 

1.3 Build industry, university  
and vocational education and 
training provider collaborations 
to drive market-led commercial 
outcomes

2
Support startups 
and SMEs 
to increase 
investment in and 
commercialisation 
of intellectual 
property 

Supporting cyber security related 
startups and SMEs will contribute  
to innovation across the industry  
as these businesses pursue research 
and development, attract investment 
and achieve rapid commercialisation 
of IP. Support can include improving 
the business skills of startups and 
SMEs, enabling them to win key 
contracts with large industry or 
government customers

2.1 Make NSW procurement policies 
for digital products and services 
easier to understand and 
accessible to startups and SMEs 

2.2 Support startups and SMEs 
with the NSW Cyber Security 
Connect Program

2.3 Increase early-stage product 
development support for 
startups and SMEs

3
Grow exports and 
attract investment  
in the NSW cyber 
security sector 

Increased investment in and  
exports from the NSW cyber 
security sector will assist in  
fast-tracking industry capability 
development

3.1 Attract greater investment in 
the NSW cyber security industry 

3.2 Develop the export capabilities 
of cyber security businesses

3.3 Undertake industry 
benchmarking, measurement 
and analysis to guide 
government policy development 
and industry investment 

4
Close the cyber 
security workforce 
skills gap by 
better aligning the 
education sector 
and requirements

Industry has identified a shortfall in 
the supply of sufficiently skilled and 
experienced employees needed to 
develop the products and services 
required to meet the growing 
demand for cyber security solutions. 
This is constraining product 
development and the industry’s 
ability to grow

4.1 Promote cyber security as a 
career path 

4.2 Promote and support the 
creation of internships and 
apprenticeships with SMEs

4.3 Develop a cyber skills entry 
pathway model

4.4 Enhance the supply of  
skilled cyber security workers, 
including university and 
vocational graduates with  
STEM and job-ready skills 
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ECONOMIC VALUE  
AND SECTOR OVERVIEW

The cyber security industry is growing domestically and globally. 
Its contribution to the NSW and the Australian economies is expected 
to substantially increase over the coming years, as shown in Table 2.  
The public and private sectors both participate in the industry, which 
includes ICT security consulting services, computer and software retailers 
and the Australian defence industry. 

The industry is still relatively new compared to more established industries in Australia. As a 
result, there is limited data on the size, capability and economic contribution of the sector in 
NSW. To address this deficiency, the NSW Government will, as part of implementing this strategy, 
consult industry and research institutes about collecting relevant data that will establish a 
benchmark on industry activity and capability.

Table 2. Summary of the cyber security industry in Australia

Indicator Australia-wide data

Business spend Australian businesses spend $4.3 billion on cyber security products and 
services annually, which is expected to rapidly increase5 

Industry 
opportunity

The cyber security industry revenue will more than double from 2016-26, 
from A$2.2 billion to A$4.7 billion, with potential to increase to A$6 billion, 
which equates to an annual growth of almost 11% over the decade

Employment The Australian Cyber Security Sector Competitiveness Plan released in 
2017, estimates that Australia’s cyber security workforce in 2016 was 
approximately 19,000 people6

Research has indicated that the cyber security industry is facing a skills 
shortage, with 17% of cyber security jobs expected to remain unfilled 
across the industry in Australia by 20207

Government 
funding

Australia’s Cyber Security Strategy committed to investing $230 million  
in the national industry from 2016 to 2020.8 This is supplemented by up to  
$400 million in industry-facing funding over the next decade, as outlined in  
the 2016 Australian Government Defence white paper
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Table 3 provides an overview of summary statistics for the ICT industry in NSW, of which cyber 
security is an important sub-industry. The ICT industry makes a significant contribution to the 
state economy and supports a host of other critical sectors.

Table 3. Summary of the ICT industry in NSW, of which cyber security is a sub-category

Indicator NSW data

Economy The ICT industry contributes $18.6 billion to the NSW economy annually9

Employment In 2015–16, 107,600 people were employed as an ICT manager or ICT 
professional in NSW10

Exports NSW ICT exports were valued at $1.9 billion, representing 58% of 
Australia’s ICT exports, in 2015–1611

Drivers of change

Cyberthreats are evolving, presenting new 
challenges for governments and businesses 
of all sizes. As cyber attacks become more 
complex, products and services need to evolve 
and become more sophisticated to counter 
them. Cyber security products often have a 
short life span, being quickly superseded to 
meet evolving client needs. Consumers and 
businesses increasingly use online services, 
which is driving growth in the demand for 
cyber security services, as well as increasing 
their exposure to cyber security risks. 

New technology platforms such as ‘internet 
of things’ (IoT) devices, cloud-based services, 
artificial intelligence (AI) and quantum 
computing also present fresh threats to 
established systems, and vulnerabilities to 
exploit. In the future, cyber security will be a 
key consideration in almost every aspect of life. 
Digital access points, and therefore potential 
points of attack, will extend to everyday 
technologies, including remotely activated 
house doors for product deliveries, cameras 
and microphones in AI-driven home assistants, 
and ‘wearables’ that record sensitive personal 
health data. Consumers will increasingly 
demand a greater say over how their data is 
used, and the measures that protect it.

NSW can leverage these global trends and 
the policy imperatives of the Commonwealth 
Government to increase the size of the local 
cyber security industry and facilitate economic 
growth. Increasing the size of the sector 
will also provide opportunities for adjacent 
industries and those relying on associated 
technology, including businesses involved in 
fintech, defence, advanced manufacturing, 
aerospace, space, medtech and ICT.

5. Cyber Security Sector Competitiveness Plan, AustCyber, 
April 2017.

6. Australian Cyber Security Growth Network, 2017.

7. Intel Security, Hacking the skills shortage in cyber security 
skills, 2016.

8. Australia’s Cyber Security Strategy Commonwealth of 
Australia, 2016.

9. NSW is the natural choice for ICT investment, CeBIT 2018.

10. Advantages of setting up a data centre in NSW,  
NSW Department of Industry, 2017.

11. Advantages of setting up a data centre in NSW,  
NSW Department of Industry, 2017. 
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INDUSTRY INSIGHTS: ECONOMIC OPPORTUNITY 
FOR THE NSW CYBER SECURITY INDUSTRY

The Commonwealth Government has undertaken significant investment and strategic 
engagement in the cyber security industry. The Commonwealth’s actions have been supported 
by national collaboration between market participants, and increased partnerships between 
industry, government, education and training providers and research institutions. Table 4 outlines 
the Commonwealth Government’s initiatives relevant to the emerging cyber security sector. 

Table 4. Commonwealth Government funding commitments related to 
cyber security

Funding Industry funding Lead agency

Australia’s Cyber 
Security Strategy

$230 million (four years) Department of Industry, Innovation and 
Science (Commonwealth Government)

Defence White 
Paper

$400 million (10 years) Department of Defence 

Defence Export 
Strategy

$200 million (10 years) Department of Defence 

Cyber Security 
Cooperative 
Research Centre

$50 million (over seven years)        Department of Industry, Innovation and 
Science (Commonwealth Government)
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Consultation with key stakeholders in the NSW cyber security industry has identified a number 
of strengths and opportunities, which are outlined in Table 5. 

Table 5. Strengths and opportunities for the NSW cyber security industry

Strengths Opportunities

 Commitment from the Commonwealth 
Government and NSW Government 
to growing and supporting the cyber 
security industry 

 NSW is home to the largest ICT sector 
in Australia, employing 107,600 ICT 
managers and ICT professionals

 NSW is the premier market for digital, 
creative and ICT industries

 NSW is the base for Australia’s ICT 
services exports, producing 58% of 
exports in 2015–16 

 Support from and access to  
world-leading financial services and 
professional services industries

 NSW is the home of a thriving  
startup ecosystem

 Australia is a global leader in cyber 
security research, with a special focus on 
quantum technology, wireless technology 
and trustworthy systems

 

 Retain and attract cyber security  
businesses and professionals in NSW  
to establish and grow a world-leading cyber 
security industry 

 Grow the industry by better promoting 
NSW’s capabilities

 Commercialise a greater number of 
innovative ideas by increasing collaboration 
between industry, government, education 
and training providers, research institutions 
and the NSW Cyber Security Network

 Stimulate collaboration by connecting 
industry participants in regional NSW 
with supply chains and counterparts in 
metropolitan areas

 Develop a greater number of market-
ready products and services by increasing 
businesses’ access to cyber security  
test facilities

 Support the development of SMEs 
by improving access to government 
procurement opportunities, industry 
networks and investors

 Increase the export readiness of cyber 
security businesses 

 Increase exports to key markets and  
reach untapped international markets  
and segments 

 Build better support for the industry by 
enhancing data collection to gain a clearer 
picture of its current state in NSW

 Grow the skilled cyber security workforce 
to meet projected industry demand 

 Realise new growth opportunities by 
better servicing the cyber security needs 
of existing industries such as health care, 
defence and IoT-enabled infrastructure

Sources: Submission by the Asia Pacific Aerospace Consultants to the Review of Australia’s Space Industry Capability  
Issues Paper, Asia Pacific Aerospace Consultants Pty Ltd, August 2017; Advantages of setting up a data centre in NSW,  
NSW Department of Industry, 2017; New report reveals stunning NSW fintech growth, NSW Department of Industry media 
release, 2 August 2017; Scaling the Fintech Opportunity: for Sydney and Australia, The Committee for Sydney, July 2017; 
Accelerating precision agriculture to decision agriculture, Commonwealth Department of Agriculture and Water Resources 2017. 



Figure 1. NSW Government cyber security support

Agency clusters are 
responsible for cyber 
security activities, 
including their own 
disaster recovery and 
business continuity, 
and protecting the 
community and NSW 
businesses from cluster 
or agency-specific 
impacts (such as 
transport and health 
care system failures)

Provides protection from cyber 
crime and cyber terrorism  
activities (Justice and NSW Police)

Conducts investigations and 
provides victim support

Provides support during physical effects
of incidents (emergency services)

Supports growth of cyber security 
industry

Supports businesses to protect
themselves against cyber attacks 
(NSW Small Business Commissioner)

Provides high-quality, secure and 
reliable government information 
and services

Builds skills (TAFE NSW)

Funds the NSW Cyber 
Security Network

Collaborates, supports and partners 
with Department of Industry to deliver 
cyber security initiatives to improve 
industry capability

Provides advice and active 
participation on cyber security 
initiatives

NSW public
citizens and businesses 

EDU FACS IND JUST PLAN PREM TRANS TREASHEALTH FSI

Government chief information security officer

Clusters (Legend)

 EDU Education

 FACS Family and Community Services

 HEALTH Health 

 FSI Finance, Services and Innovation 

 IND Industry

 JUST Justice

 PLAN Planning and Environment

 PREM Premier and Cabinet

 TRANS Transport and Infrastructure

 TREAS Treasury
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Collaborating with the NSW Cyber Security Network 

The NSW Cyber Security Network supports the growth of cyber 
capability for NSW. It is funded by the NSW Government and its 
university members.

The university members of the network are: the University of NSW, 
Macquarie University, the University of Newcastle, the University 
of Sydney, the University of Technology Sydney, the University of 
Wollongong and Western Sydney University. The NSW Government’s 
Office of the Chief Scientist and Engineer is the primary agency within 
the NSW Government for engagement with the network.

This network supports research through a PhD scholarship in 
collaboration with the vocational education and training (VET) sector. 
The NSW Cyber Security Network builds capacity and enhances the 
state’s cyber security skills, thereby developing a talent pool to protect 
NSW utilities, businesses and public infrastructure from the growing 
threat of cyber attack.

The NSW Cyber Security Network complements the state’s Defence 
Innovation Network and the NSW Smart Sensing Network. These 
collaborations between the NSW Government, universities and industry 
drive further research into the cyber security of defence-related 
activities and commercial devices such as small, smart devices that 
facilitate on-site measurements and remote tracking of health and the 
environment (pollution, wildlife and human health).

15



KEY STRATEGIC THEMES

The NSW Government is committed to supporting the growth of the state’s cyber security 
industry, so that it can create new employment opportunities and drive economic growth as  
it matures and strengthens.

This strategy draws on research and extensive consultation with the cyber security industry, 
industry associations, research institutions and the Commonwealth Government. 

The strategy includes targeted initiatives to grow the NSW cyber industry and to support the 
application of existing skills and capabilities in the various career paths of the cyber industry,  
so that NSW can successfully meet the needs of the local market and develop world-class 
capability in the global market.

Industry identified four key themes for the growth of the cyber industry.

1 Support innovation and 
collaboration to drive 
commercial outcomes in 
cyber security

2 Support startups and SMEs   
to increase investment in 
and commercialisation of 
intellectual property

3 Grow exports and attract 
investment in the NSW 
cyber security sector 4 Close cyber security 

workforce skills gaps  
by better aligning the 
education sector and 
industry requirements

16

KEY DELIVERABLE—CYBER SECURITY CONNECT

To support the delivery of initiatives under these themes, the NSW Government will establish 
‘Cyber Security Connect’, a new program that will include networking events, capability 
building workshops and facilitate connection and collaboration across the cyber industry  
and other key industry sectors. 

The Cyber Security Connect program will focus on a range of areas identified by industry 
stakeholders as important to accelerating cyber security industry growth across NSW.  
Key programs will include connecting startups and SMEs with industry leaders and investors,  
NSW Government procurement processes, improving business and commercial skills 
workshops, and export capability-building workshops.
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1
Support innovation   
and collaboration  
to drive commercial 

outcomes in 

cyber security

Given the rapid growth of the cyber security industry and global competition, innovation is 
critical to ensure that the sector in NSW continues to develop. Consultation with industry 
stakeholders identified a need to drive innovation through strengthened partnerships  
and knowledge-sharing.  

WHAT SUCCESS WILL LOOK LIKE

Cyber security businesses in NSW bring an increased number of innovative products to 
market by strengthening partnerships with industry, government, education and training 
providers and research institutions. 

18
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Initiative 1.1 Partner with AustCyber to establish the  
 NSW Cyber Security Innovation Node

In consultation with industry on this strategy, participants highlighted the opportunity to improve 
collaboration between the Commonwealth Government and state and territory governments,  
as well as across the cyber security sub-industries. A holistic approach will allow the sector to 
make better use of existing expertise, infrastructure and investment to drive commercialisation 
of new products and services, both domestically and internationally. 

What we will do Who When

 Partner with AustCyber to establish the NSW 
Cyber Security Innovation Node. Through this 
partnership, the node will:

•  connect the private, public and research sectors by 
supporting the Cyber Security Connect program

•  have equal visibility of international investment 
opportunities

•  be supportive of the NSW Government industry 
development’s strategy initiative projects 
and programs to improve cyber industry 
commercialisation, policy development and 
research and development

•  be supportive of the NSW Government industry 
development’s strategy initiative projects 
and programs to improve cyber industry 
commercialisation, policy development and 
research and development

 Utilise the Cyber Security Connect program to 
cross-connect industries, educational institutions 
and registered training organisations to close the 
cyber workforce skills gap

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Finance, Services 
and Innovation 

 AustCyber

 NSW Cyber 
Security Network

 TAFE NSW

Short term 
(commencing 
within  
12 months)



Initiative 1.2 Establish the NSW Government’s Cyber  
 Security Connect program

Establishing the Cyber Security Connect program will ensure a coordinated connection of 
stakeholders across disciplines and industry segments. Cyber Security Connect has a core 
purpose to facilitate capability building workshops and networking events for businesses that 
either operate in the cyber security industry or are looking to grow their cyber capability.

What we will do Who When

 Launch the Cyber Security Connect program 
to encourage collaboration within the 
sector and assist businesses to align with 
newly established minimum standards for 
cyber security products and services within 
government. Activities include:

• delivering capability-building workshops 
that focus on export, government 
procurement, and business and  
commercial skills

• holding networking events that will  
connect startups and SMEs with investors, 
and cyber security businesses with other 
key industry sectors

• delivering a series of educational and 
thought leadership speaking forums

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Finance, Services 
and Innovation 

 Austrade

 AustCyber

 TradeStart

Short term 
(commencing 
within  
12 months)
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Initiative 1.3 Build collaboration frameworks between  
 education and training organisations 
  to meet industry needs

Consistent industry and research collaboration and cross mentorship will ensure research is 
undertaken with purpose to deliver industry application and increase success of commercialisation.

The NSW Cyber Security Network will harness and leverage the state’s extraordinary strength 
in cyber security research and development across universities and other research organisations, 
in partnership with the NSW Department of Industry to build a robust industry network. 

What we will do Who When

 Support the NSW Cyber Security Network to:

• connect businesses experiencing cyber 
security challenges with experts from a 
broad range of disciplines who can assist 
them

• drive innovative programs to find solutions 
to cyber security challenges faced by 
government, industry and the broader 
community 

• develop a skilled workforce through 
pathway capability mapping and promote 
interest of graduates to fill NSW’s cyber 
security employment opportunities

• provide strategic and operational advice  
on cyber security threats

Lead

 NSW Cyber 
Security Network 

 NSW Department 
of Industry

Supported by

 AustCyber

 NSW Department 
of Finance, Services 
and Innovation

 Participating 
universities

 TAFE NSW

Short term 
(commencing 
within  
12 months)
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2
Support startups  
and SMEs to increase  

investment in and 

commercialisation  

of intellectual property

22

The number of startups in the cyber security sector in Australia is growing rapidly, with cyber 
security related startups accounting for 6.1% of all startups in Australia in 2017, up from 2.5% a  
year earlier.12

To thrive, startups require a strong industry-wide support network, extending from mentorship 
with mature organisations, connections with local and global supply chain partners, and 
connectivity to the consumer market.

ervices.
WHAT SUCCESS WILL LOOK LIKE

Startups and SMEs operate in a more supportive business environment, with better access  
to industry expertise, government programs and procurement opportunities. Improved 
connections with investors give greater reach into international markets. More startups and 
SMEs set up headquarters in NSW in recognition that NSW is the home to superior talent 
and better opportunities to commercialise research, partner with industry stakeholders and 
test early-stage products.

12. Startup Muster 2017 Report, Startup Muster, 2017.
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Initiative 2.1 Make NSW Government procurement policies for  
 digital products and services easy to understand  
 and accessible to startups and SMEs

The strategy consultation process identified a common concern among SMEs and startups that  
it is difficult to understand and access government procurement processes.

What we will do Who When

 Deliver training and information seminars 
about the Cyber Security Connect program 
(see Initiative 1.2) to help startups and 
SMEs understand and participate in the 
procurement process

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Finance, Services 
and Innovation

 NSW Small 
Business 
Commissioner

 Digital 
Transformation 
Agency

 AustCyber

 TAFE NSW

Short term 
(commencing 
within  
12 months)
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Initiative 2.2 Support startups and SMEs through  
 the NSW Cyber Security Connect program

The NSW Government will use the NSW Cyber Security Connect program to host workshops  
and events for startups and SMEs. These will create collaboration and connections across the 
NSW cyber security ecosystem and the capabilities of startups and SMEs. Industry feedback also 
identified the need to mentor cyber security startups and SMEs, to help them build links across 
the sector. It also highlighted the need to promote the range of Commonwealth Government and 
NSW Government support available to businesses.

What we will do Who When

 Partner with AustCyber to map and 
showcase cyber security clusters and 
capability across the state

 Promote the Sydney Startup Hub and the 
Jobs for NSW funding program to the  
cyber security sector

 Facilitate business matching and connect 
startups and SMEs with investors through 
targeted networking events

 Promote the NSW Department of Industry’s 
TechVouchers initiative and Boosting 
Business Innovation Program

 Deliver an annual program of networking  
and capability-building workshops for 
startups and SMEs across regional and 
metropolitan areas

 Build a network of startup and SME mentors 
in regional and metropolitan areas

 Identify and support clusters of cyber 
security industry businesses across regional 
and metropolitan NSW 

 Leverage the reach and network of TAFE 
NSW to build skills and expertise in SMEs 
across NSW

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Finance, Services 
and Innovation

 AustCyber

 NSW Department 
of Premier and 
Cabinet—Regional 
NSW Group

 Sydney School of 
Entrepreneurship

 TAFE NSW

Medium term 
(commencing 
within  
two years)



Initiative 2.3 Increase early-stage product development   
   support for startups and SMEs

Industry feedback identified the need for test environments to support cyber  
security organisations. 

The NSW Government administers a suite of financial products through Jobs for NSW that are 
tailored to entrepreneurial businesses at different stages of the life cycle. These include Minimum 
Viable Product grants, Building Partnerships grants, Regional Growth Loans, Accelerating Growth 
Loans, Strategic Growth Loans for larger-scale businesses and Loan Guarantees. The NSW 
Government also runs the Boosting Business Innovation program which gives small businesses 
access to research institutions to build strong local business communities and stimulate 
economic growth in metropolitan and regional NSW.

What we will do Who When

 Seek to improve access to cyber security 
testing sites for startups and SMEs to support 
early-stage product development and facilitate 
commercialisation of innovative products

 Leverage and promote the NSW 
Government’s Boosting Business Innovation 
program to support startups and SMEs 

 Promote Jobs for NSW and other NSW 
government funding sources

 Leverage partnership opportunities  
with industry, Austcyber and NSW Cyber 
Security Network

Lead

 NSW Department 
of Industry

Supported by

 AustCyber

 NSW Department 
of Finance, Services 
and Innovation 

 Universities

 NSW Cyber 
Security Network

 Industry 
organisations

Short term 
(commencing 
within  
12 months)
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3
Grow exports and  
attract investment  
in the NSW cyber  

security sector

Attracting foreign direct and secondary local industry reinvestment in the NSW cyber security 
sector will be a key enabler of growth. To facilitate this, the NSW Government will seek to remove 
structural barriers to investment in local cyber security businesses and increase the profile of other 
NSW enabling businesses sector capabilities to help local businesses consider reinvestment as 
strategic growth.

WHAT SUCCESS WILL LOOK LIKE

Greater international awareness of NSW’s cyber security capabilities attract a significant 
increase in domestic and international investment in the sector. Increased numbers of 
international cyber security companies establish in NSW through partnering with  
local businesses, local talent or through greenfield establishment.

Improved international connections for local businesses provide enabling partners to 
support export capabilities and break into international opportunities.

26
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Initiative 3.1 Attract greater investment and reinvestment in  
   the NSW cyber security sector

Cyber security businesses can experience trouble attracting investment due to limited resources 
and market awareness. Commonwealth and NSW Government services could be used to raise 
awareness and provide businesses with exposure to potential investors. 

What we will do Who When

 Organise and host investor business forums  
and networking events

 Leverage an international network of NSW 
alumni to promote NSW cyber capabilities and 
investment opportunities 

 Collaborate with the Commonwealth, foreign 
governments and bilateral business councils to 
make better use of incoming trade delegations 
and investor engagements 

 Leverage the internationally based NSW Trade 
and Investment Commissioners to promote the 
investment opportunities and capabilities of  
the NSW cyber security sector 

 Partner with Business Events Sydney to attract 
world-leading cyber security conferences to NSW

Lead

 NSW Department 
of Industry

Supported by

 AustCyber

 Austrade 

 Department 
of Foreign 
Affairs and 
Trade, including 
the Australian 
Ambassador for 
Cyber Affairs 

 Business Events 
Sydney

 Foreign 
governments

 Bilateral business 
councils

Short term 
(commencing 
within  
12 months)
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Initiative 3.2 Develop the export capabilities of cyber  
   security businesses 

Cyber security businesses in NSW have limited awareness of the support available to make  
their products ready for export. Better use of advisory services will help organisations across  
the industry build their capacity to take products and services to international markets.

What we will do Who When

 Hold workshops for cyber security 
businesses to build their capabilities in 
product commercialisation and export 
readiness 

 Develop tools and resources to assist cyber 
businesses to be export ready

 Promote services available through the 
Department of Industry’s Business Connect 
program

 Support and promote Austrade’s events, 
exhibitions, seminars and missions

 Provide coordination support for NSW 
companies to attend these events

 Improve market focus by identifying  
under-served segments and linking them  
to global value chains

Lead

 NSW Department 
of Industry

Supported by

 Austrade

 AustCyber

 NSW TradeStart 

 Department of 
Foreign Affairs and 
Trade, including 
the Australian 
Ambassador for 
Cyber Affairs 

Short term 
(commencing 
within  
12 months)



Initiative 3.3 Collect more data on the NSW cyber security   
   industry to support sound policy framework 
   and capability promotion 

Limited data is available on the NSW cyber security industry to guide policy development and 
investment, and to highlight unique strengths. Once industry benchmarking to measure and analyse 
the sector has been undertaken, government and industry partners can target their efforts to build  
on competitive advantages. 

What we will do Who When

 Partner with industry, government 
stakeholders and education and training 
providers to identify data gaps,  
set benchmarks, highlight competitive 
advantages and assist the industry to  
target growth markets

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Finance, Services 
and Innovation

 AustCyber

 Universities

 Data61

 TAFE NSW

 Austrade

Short term 
(commencing 
within  
12 months)
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4
Close the cyber security  
workforce skills gap  
by better aligning the  

education sector and 

industry requirements

30

Investing in the skills of the future workforce is vital to supporting the long-term success and 
growth of the cyber security industry in NSW. Industry consultation revealed a substantial shortage 
of people with the skills the industry needs. The NSW Government will work to close the skills gap 
and will seek to strengthen links between educational organisations and industry bodies.

WHAT SUCCESS WILL LOOK LIKE

Improved collaboration between education providers and industry, improved career path 
mapping for undergraduates and connection to industry employment within the cyber 
industry. Education providers, from secondary through to tertiary, vocational and registered 
training organisations, actively engaging and attracting diverse students of different age 
groups, gender, ethnicity to undertake study in cyber security-related course work.
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Initiative 4.1 Promote cyber security as a career path 

The cyber security sector’s ability to build up an employment pipeline and attract strong 
candidates is constrained by limited awareness of the industry as a career option. Increasing 
awareness among the traditional schooling system, as well as building skills and capability 
through traineeship, vocational training and the re-application of skills, will address this.

What we will do Who When

 Collaborate with the NSW Cyber Security 
Network, AustCyber, universities, vocational 
education and registered training providers 
and industry partners to promote and 
showcase cyber security as a career path, 
especially to women

 Work with the industry to identify and 
promote the skills and aptitudes required  
for a career in cyber security  

 Leverage engagement programs between 
schools and industry to provide information 
packs about the cyber security sector to 
school career advisers

 Support collaboration between industry and 
the TAFE NSW Technology and Business 
Services SkillsPoint to deliver training 
programs to upskill the existing workforce 
and build skills for future jobs in the cyber 
security sector

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Education

 TAFE NSW

 Universities

 AustCyber

 Industry partners

 NSW Cyber 
Security Network

Short term 
(commencing 
within  
12 months)

Initiative 4.2 Promote and support the creation of internships,  
   traineeships and apprenticeships with industry 

Internships, traineeships and apprenticeships will give graduates the practical and applied 
experience they need to succeed in the cyber security industry. 

What we will do Who When

 Through the TAFE NSW Technology and 
Business Services SkillsPoint, promote 
and coordinate support for cyber security 
industry to establish traineeships and 
internships

 Connect industry and educational institutions 
to promote the development and merits of 
internships, traineeships and apprenticeships 
for cyber security

 Create and share resources to encourage 
SMEs to better understand the regulations 
and processes for hiring interns, trainees  
and apprentices

Lead

 NSW Department 
of Industry

Supported by

 TAFE NSW

 Universities

 NSW Small 
Business 
Commissioner

 AustCyber

 Registered training 
organisations

Short term 
(commencing 
within  
12 months)
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Initiative 4.3 Develop a cyber skills entry pathway model 

Industry and academic institutions are putting more effort into producing qualifications that 
are fit for purpose in the cyber security industry. Industry feedback highlighted prioritising 
educational initiatives across state and federal governments that aim to integrate national 
systems and approaches. Most recently, a new Certificate IV in cyber security was accredited 
nationally and is being implemented in NSW.

What we will do Who When

 Support the connection of the NSW  
Cyber Security Innovation Node with other 
cyber security nodes across Australia,  
to share knowledge and best practice to 
close the skills gap in the Australian cyber  
security workforce

 Develop a partnership between the NSW 
Department of Industry, including TAFE NSW, 
and the NSW Government Chief Information 
Security Officer to develop a cyber skills 
pathway model for government agencies

 Identify existing vocational courses, 
certifications and qualifications, and 
undertake a gap analysis of unmet  
demand for labour in NSW

 Encourage workers in diverse sectors to 
augment their training to enable transition 
into the cyber industry

 Support industry, TAFE NSW and other 
vocational training providers to develop 
partnerships to implement the new 
Certificate IV in cyber security to meet  
future industry requirements

 Encourage industry to identify opportunities 
to financially support students, such as 
through scholarship schemes or internship 
opportunities

Lead

 NSW Department 
of Industry

Supported by

 NSW Department 
of Education

 AustCyber

 NSW Department 
of Finance, Services 
and Innovation

 CSIRO

 TAFE NSW

 NSW Cyber 
Security Network

Long term 
(ongoing)
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Initiative 4.4 Enhance the supply of skilled cyber security   
   workers, including university and vocational  
   graduates with STEM and job-ready skills 

Industry feedback indicated that the cyber security workforce was underpinned by foundational  
STEM skills, which are lacking among many graduates entering the workforce. The skills gap begins 
early in the education process and is particularly pronounced among girls, who do not persist  
with STEM disciplines as consistently as boys in their later education. 

In November 2017, the NSW Premier announced a NSW Government endowment of $25 million 
to the CSIRO to drive investment in STEM skills across the state. Through the NSW STEM initiative 
‘Generation STEM’, the CSIRO will work in partnership with industry, government and education 
institutions to attract more diverse, high-potential students into STEM educational pathways,  
and retain top performers in NSW based STEM employment and/or further education. 

What we will do Who When

 Use the Cyber Security Connect program to identify 
existing industry-led initiatives such as hackathons 
and coding camps, and support them with advocacy 
and profiling

 Take advantage of industry engagement programs with 
schools to promote cyber security as a career path,  
and provide information packs to school career advisers 

 Support initiatives to increase student participation  
in STEM subjects, particularly in primary and secondary 
institutions

 Explore developing ‘taster’ programs that link students 
to ICT and cyber security employers (including with the 
NSW Government Chief Information Security Officer) 
for short-term placements on projects in the cyber 
security industry

 Advocate for and support initiatives that increase 
the number of STEM graduate teachers, focusing on 
increasing the number of female teachers, to align  
with Australia’s Cyber Security Strategy

 Support the growth of a highly skilled cyber security 
workforce through a nationally agreed cyber security 
curriculum for training products

 Support cyber security re-skilling and upskilling 
opportunities through vocational providers including 
TAFE Digital to strengthen the cyber skills base  
across NSW

 Promote partnership opportunities between industry, 
universities, vocational providers and government 
agencies (e.g. Defence and CSIRO) to develop training 
products in emerging areas of cyber security,  
including blockchain

 Support TAFE NSW to develop short courses to 
increase awareness of cyber security risks and help 
individuals and SMEs manage threats to data privacy

Lead

 NSW 
Department  
of Industry

Supported by

 NSW 
Department  
of Education 

 NSW 
Department  
of Finance,  
Services and 
Innovation

 CSIRO

 TAFE NSW

 NSW Cyber 
Security 
Network

Short term 
(commencing 
within  
12 months)
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